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Introduction

With version 4.3 of the TDM Designer a new authentication method will be used for creating Office365 data
sources. This method is based on the Oauth2.0 protocol. With the new authentication method a few things
have changed regarding the login procedure.

With this new workflow it is required to configure a Client ID, Client Secret and Tenant ID. These values become
available after creating an Azure application within your Office365 environment. This guide explains how the
Azure application can be created.
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Requirements

If you want to create your own Azure application for Office365 you need to meet the following requirements:

- Have access to the Azure platform and have the permissions to create applications.

- Have permissions within Azure platform to grant admin consent on applications.

- Have administrator access to your Office365 environment

- Have the information available regarding the service account which need to be configured

- Have access to the client ID, Tenant ID and client secret of the Azure application created for TDM
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How to create an Azure application for Office365

1. Sign in with your Office365 account into: https://portal.azure.com/
2. Select Azure Active Directory.

B,
-

Azure Active
Directory

Select App registrations.
% App registrations
Select New registration
Mew registration
Fill in a name for your application, for example: Office365 for TDM

3. Set the “Supported account types” to: “Accounts in this organizational directory only”.
Supported account types

Who can use this application or access this API?
'@} Accounts in this organizational directory only

4. Please configure the following redirect URL: https://socialmedia.tdmsignage.com/connect/office365.aspx

(Please make sure a WEB platform is selected and then add the URL. This can be edited afterwards by
selecting the tab “Authentication”, then please select “Add a platform” and select the WEB platform and
add the URL)
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5. Once the application has been created please visit the tab “API permissions” and configure the following
permissions. Also make sure to grant Admin consent for your Tenant.
Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent
API / Permissions name Type Description Admin Consent Requir... Status
~ Microsoft Graph (7

Calendars.Read Delegated  Read user calendars @ Granted for TDM Signage

Calendars Read Sharec Delegated  Read user and shared calendars @ Granted for TDM Signage  *++

Nrite Delegated  Have full access to user calendars @ Granted for TDM Signage

Zalendars.ReadWrite. Shared Delegated  Read and write user and shared calendars @ Granted for TDM Signage

User.Read Delegated  Sign in and read user profile @ Granted for TDM Signage
UserReadWrite Delegated  Read and write access to user profile @ Granted for TDM Signage

Jser.Read Writs.A Delegated  Read and write all users' full profiles Yes @ Granted for TDM Signage

6. Once you have configured the API permissions a client secret can be created in the tab “Certificates &
Secrets”

Certificates 8 secrets

Please select “New client secret” and add a description, for example: Office365 for TDM

7. Once the client secret has been created please copy the value as this will be encrypted once you leave the
Azure Application page, the Tenant ID and Client ID can be found in the tab “Overview”.

You finished the steps for setting up the Azure application. The credentials you have created need to be
configured in the TDM designer. This can be configured in: Config Panel > Authentication Options. Please also
take a look into the manual “TDM 4.3 - How to add Office365 based on Oauth2.0” for further information
regarding the usage of Office365 within the TDM designer.
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How To configure delegated users

8. Login with an administrator account into: https://login.microsoftonline.com
9. Please open the menu from the left corner and then select "Admin"

Office

Open the menu with this button

Microsoft 365

ﬁ Outlook . OneDrive

ﬂ Word II Excel
m PowerPoint u OneMote
3 SharePoint ﬁ Teams

b Bookings H) Admin

10. Please select "Show all" on the menu on the left side

Show all

11. Then select "Resources > Rooms & Equipment"

2  Resources -

| Rooms & equipment

12. Select the room, for example: room01l@tdmsignage.com

Room(1 : rocm01@tdmsignage.com
13. Please select “Edit” beneath “Delegates”:

Delegates (1)

TDM Signage

Edit

14. Please add the service account you want to use for your data sources and add it as a delegated user and
select “Save Changes”.

Now you have successfully configured a delegated user for your room resource, please note that it might
take up to 24 hours before the changes are fully active and processed by Office365.
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How To add Office365 based on OAuth2.0 using a custom
Azure application

15. Login to the designer with an administrator account: https://designer.tdmsignage.com/

16. Open the “Config panel”. This can be selected in the menu on the left side of the designer.

17. Open the tab called “Authentication Options” to open the window where the Client ID, Client Secret and
Tenant ID can be configured.

AUTHENTICATION OFTIONS

18. Enter the Client ID, Client Secret and Tenant ID which became available after creating the Azure
application. Once all information has been filled in please select “Save Changes”.

FFICE 365
Client ID Oc8be3cb-65fe-4b8d-b798-522
Client Secret pX2iLp.z2.x7.PXI~65tt-Gj.6V8¢
Tenant 1D 7ciSng092-65fe-4b8d-b798-52:

SAVE CHANGES

19. Now we can continue and start creating the data source. Open the tab called “External Data” to open the
overview of your data sources.

EXTERMAL DATA,

20. Select the “+” button on the right side to create a new data source.

®

21. In the pop-up window you will see all the data sources that can be configured in TDM. Please use the name
of the calendar/room as the name of the data source. This way it can be easily traced in the future.
Afterwards please select “Office365 Calendar” and select “Next”.

Office 365 Calendar

22. You will be re-directed to the Microsoft login page. Here you can login using your service account which has
permissions to the room/calendar. Once you have successfully logged in the window will close and you will
return to the designer page.
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23. Select the type of resource you want to add:

Rooms: In case you want to add a resource created within the admin part of Office365 please use this type.

Calendars: In case you want to add a personal calendar from a specific user please select this type.

I I ATACOY IDCE
LAl ASVIUIRLE

Type @ |F:Dc|m5 e

24. a:In case rooms is selected please fill in the email address of the room. For example:
meetingroom1@tdmsignage.com. The email address of the room can be retrieved from the admin panel of
Office365. Once the email address has been filled in please select “Save” to save the data source.

WEWVAY TIATASO IRCE
NEVY DATASUURLE

Please fill in the emailaddress of the room from which you would like to show the

appointments.

Room: meetingroom1@tdmsignage.com

SAVE

b: In case calendars is selected please choose the calendar you want to use from the dropdown, for
example: Calendar. Once the calendar has been selected please select “Save” to save the data source.

Please select below from which calendar you would like to show the appointments.

Calendar: | Select 3 calendar V|
Select a calendar

dagen in Nederland
“erjzardagen

Once you have finished these steps you have successfully created your Office365 data source. You can now
use your data source within your template design or use it for your meeting room solution.
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